“Allow is the New Block” in Action:
10 Alternatives to Heavy-Handed
Cloud App Control

“Allow is the New Block”
“Allow is the New Block” is a philosophy we live by at Netskope. It encapsulates our view on
cloud enablement and reflects our product capabilities. But it’s more than just a glib catchphrase. We believe in it and there’s real meaning and substance behind it.
For as long as the term “Shadow IT” has existed, technology vendors have encouraged IT
professionals to uncover unsanctioned IT in their organizations so they can block it. And if you
think about things from a purely security-oriented point-of-view, blocking makes a lot of
sense. But we, and our customers, are taking a different tack. Our point of view is that blocking
any useful technology doesn’t work and ultimately does the IT organization and the business a
disservice. Cloud apps like Box, Dropbox, Jira, NetSuite, and Workday help people get their jobs
done more efficiently and flexibly, and people will always find ways to use cloud apps, even if it
means going outside of enterprise policy.
Our view is that with a little diligence, the right data, and the ability to enforce policy in a very
precise manner, enterprise IT can eliminate the catch-22 of enabling the cloud while protecting
the enterprise. By looking closely at cloud app usage, using granular policies to shape behavior,
and using data to have a conversation with users and lines of business, they are eschewing
heavy-handed controls for a more nuanced and effective approach.

10 Alternatives to Heavy-Handed Cloud App Controls
Below are ten best practices we generalize from the thoughtful and creative approach our
customers are taking.

1. Evaluate app risk
After discovering cloud apps in their
environment, many of our customers evaluate
the risk of those apps. They use the Netskope
Cloud Confidence Index™ (CCI) to give them an
enterprise-readiness score based on objective
criteria. For a low-confidence app, they then
evaluate the app based on how it is used in the
enterprise. Is it used for high-value or
mission-critical activities or does it handle
sensitive data? It is the combination of an app’s
enterprise-readiness score and the organization’s
unique usage of that app that defines that app’s
risk. For risky apps, these customers may limit
certain activities in the app or partner with the
u s e r o r l i n e o f business to select a lessrisky app that offers
similar functionality. If not, they may simply let the app continue and monitor or exert
mitigating controls. This is especially important for the apps they don’t procure or administer,
but are still broadly used in the enterprise.

	
  

2. Monitor usage
Many of our customers go beyond discovering cloud apps to understand what people are doing
in them. One Netskope customer in the media industry employs a usage framework to evaluate
the scope, business case, and risk of the app. IT measures app user counts and usage volume
to ascertain scope. For heavily-used apps, they identify activities (e.g., sharing, downloading,
editing, and administrative activities), and build a business case to either support the app or, in
the case of app overlap, suggest consolidation. Finally, they look at usage through a risk lens,
assigning each activity a risk level. When they find an app in which users are performing highrisk activities, they set a policy blocking the risky activity.

3. Look for anomalies
The above example highlights the
importance of looking at behaviors
within apps, not just the presence
of an app. Some questions our
customers ask when they use our
solution is: What is the usage
baseline of this app, and are there
spikes in usage or activity? Are
there more sessions than normal
in a given time period? Excessive downloading? People logging in from locations they shouldn’t
be, or from two locations at once? These behaviors can signal risky behavior or even an external
attack.

4. Block an activity, not an app
Some technology vendors
encourage IT to uncover
unsanctioned apps so they can
shut them down. This
sledgehammer approach rarely
works and pits IT against the
business in a negative way. Rather
than block an app wholesale,
several of our customers analyze
the activities within the apps that
represent the most risk (e.g.,
downloading to a mobile device,
sharing with someone outside of the company) and block them. This lets them shape the
activity to mitigate risk. Key to this is that they do this for not just the apps they manage but
especially for the ones they don’t.

5. Protect data in context
Adopters of data leakage prevention solutions – or any detection technologies for that matter –
know full well that too many false positives erode the value of a solution. As our customers
think about cloud data loss prevention, they are being smart about context. Rather than just
detect patterns or key words, they are using Netskope to define granular contextual situations
incorporating user, group, app category, location, device, and activity (such as upload or share)
that help narrow the scope of where a data breach is likely to occur. This helps them increase

	
  

their accuracy when they do apply data loss prevention techniques such as blocking or
encrypting.

6. Have a conversation
One of our e-commerce customers needs to keep a close eye on PCI DSS compliance. But the
organization also has an enabling philosophy when it comes to cloud apps. So, when IT finds
an app that does not facilitate PCI compliance or identifies a behavior within an app that could
hurt their compliance status, they learn how the app is being used, come up with a few
options to improve their compliance status, and then have a conversation about it with the
user or line of business. Tapping someone on the shoulder and having a data-driven
conversation increases the chance of an optimal outcome for both IT and the business.

7. Provide alternatives
One of our healthcare customers is all about coming to the conversation not just with data, but
with alternatives. They use the CCI to identify apps that have similar features and functionality
to riskier ones the business may be using. In the conversation, IT points out why the apps in
use put the business at risk (e.g., poor auditability or lack of HIPAA compliance) and offer
choices that have a higher confidence score. This positions IT as a problem-solver and
increases the chances that users will solicit IT’s input before procuring a cloud app the next
time around.

8. Trust but verify
One of our media customers is reluctant to put onerous policies in place. Their culture centers
on trusting people, and their risk profile enables them to make the tradeoff of permissiveness
with potential data leakage. They balance this by auditing cloud app usage on a periodic basis
as well as setting watch lists for particular behaviors that can signal a potential data breach or
malicious activity.

9. Do forensics in the cloud
In addition to cloud audits, several of our customers perform forensic analysis after a suspected
breach. In one example, a departing employee of one of our customers stole proprietary
content to take to a competitor. IT identified the data breach as well as the events leading up to
it, giving the company enough evidence to approach the competitor and recover the content. As
a result of the accurate, thorough forensic audit trail, the employee in question lost his job not
only at our customer, but also at the competitor.

	
  

10. Get specific
Many of the above examples point to the benefit of specificity. Our customers are running
analytics and setting policies based on combinations of app, category, user, group, location,
device, OS, browser, time, app confidence score, activity, and content. This specificity allows
them to, for example, be alerted when people in Investor Relations share content from a cloud
app during the company’s quiet period, block downloads of sensitive documents to mobile
devices, prevent HR employees from accessing salary data outside of work, and limit content
uploads for people in Germany to apps hosted in the United States.
The above are ways our customers are taking a lean-forward approach to cloud adoption and
enablement while also mitigating risk and keeping their businesses compliant with their
policies. What’s cool is not one of the ten examples above includes an outright “no” to a cloud
app. While some of our customers conclude that blocking an app is the right approach, it is
with the right usage data, the right information about app risk, and the granularity to shape
usage with a fine scalpel versus a sledgehammer.
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